o ID Verification Implementation Guide for OneTrust & Experian
neTrust

ID VERIFICATION IMPLEMENTATION GUIDE FOR

ONETRUST & EXPERIAN

OneTrust supports an integration with Experian Precise ID plus Multifactor Authentication
(MFA) for Data Subject Requests enterprise customers to verify the identity of the consumer
before honoring their request. Using an implemented pre-approved decision workflow
incorporated with Experian products, customers can connect to their Experian instance via
OneTrust to initiate identity verification.

Consumers will submit their Personally Identifiable Information (PII) to a OneTrust web
form that will be passed to Experian for verification. The new data subject request will trigger
a call to Experian, sending a One-Time Password (OTP) SMS to the consumer, which will
return an ID that can be stored with the request for later verification of Experian's OTP. After
submitting the DSAR form, customers will be directed to a customizable OTP entry page to
validate the OTP sent by Experian.

Customers will be responsible for testing the configuration and consumer flows as Experian
offers unique URIs for staging versus production environments. Of the PIl returned from
Experian, OneTrust will only store the final decision.

OneTrust-Experian Implementation

Configuration
Identity Use Case / Status Demo Customer
Provider Decision Workflow Requirements
Experian Precise ID Option 22 Available Experian + OneTrust Enterprise
(Compliance plus as of 5.8 Precise ID DSAR license
One-Time Password Verification + Three-way agreement
Authentication) ONLY Integration with OT/Customer/

Experian

+ Experian environment
configured with Precise
ID Option 22 (without

KIQ)

Supported Solutions

Vendor Product(s) Supported Category Type

Experian Precise ID Option 22 Yes Tailored KBA
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Vendor Product(s) Supported Category Type
Experian Precise ID Option 22 with KnowledgelQ Future Tailored KBA
Experian Precise ID Option 11 Future Tailored KBA
Experian Precise ID Option 3 Future Tailored KBA
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